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Introductions and Announcements   
The call was introduced by Marc Wine. Darlene Meskell welcomed everyone. 

Pat McCreary announced  the Global Justice Sharing User’s Conference will be August 21-27 in Chicago, IL.  This will include a briefing on the National Information Exchange Model.  

Presentation, GSA E-Authentication Federal Service Component:

Federal Mission, Goals and Pilot Projects, David Temoshok, GSA, Director Identity Policy Management
· Federal government has put into place an identity management infrastructure.  
· The e-Gov management agenda of the president included the 24 e-Gov initiatives,  All are similar in that they involve multiple agencies building common business functions.  
· GSA assigned was assigned the lead to plan, design, develop and implement the E-Authentication Federal Service Component and infrastructure across the federal government’s initiatives. This involves three major approaches:  1) developing PKI (Public Key Infrastructure) for provision of digital IDs; 2) piloting the Federal E-Authentication Initiative; and  3) issuing secured smart cards to all fed employees.
· The technical approach to implementing these components must employ COTS products and all must work together interoperability.

· The Federal E-Authentication infrastructure defines 4 levels of authentication, there needs to be varying levels of authentication to address all possible assurance needs.  NIST defined the specification of the different kinds of automated technologies for providing authentication and levels of trust. 
· GSA will implement smart card IDs for federal employees and contractors, preferable using existing credentials. Absent a National ID, the e-Authentication initiative has used federated identity through trusted credentials providers at determined assurance levels.  E-Authentication is being tested and implemented across the levels of government plus healthcare, higher education, financial services industry, travel industry and e-commerce.
· This is the start of a long range rollout. Next work to be done involves: roll-out hundreds of E-Authentication enrollment stations nationwide, issuing credentials to 2 million users in next 23 months, testing and qualifying systems, and building common applications for access control and e-Government, and further extend E-Authentication and modalities for trusted identity management will be extended further to additional communities.
Reports:
GSA-HIMSS E-Authentication Pilot Project: Best Practices and Lessons from the Healthcare Industry Pilots in Federated Identity and Privilege Management 
Mary Griskewicz, HIMSS; Pete Palmer, Wells Fargo/HIMSS

· The Healthcare Information and Management Systems Society (HIMSS) and the General Services Administration (GSA) collaborated on this project to demonstrate how the security and identity management infrastructure developed to support electronic government can be applied by the healthcare industry to enable secure and appropriate access to personal health information.
· The solution offered by the GSA would enable secure and interoperable electronic healthcare transactions locally, regionally and nationally. This level of security does not exist today at a national level because state and federal healthcare agencies are unable to  mutually authenticate user credentials.
· The goal of the HIMSS/GSA pilot was to demonstrate that numerous Health Information Exchanges (HIE) and Regional Health Information Organizations (RHIO) can use a common authentication system to facilitate the secure exchange of healthcare information. Value propositions and a business case for using the GSA’s e-Authentication method was also developed.

· Six Regional Health Information Organizations/Health Information Exchanges (RHIOs/HIEs) completed the project:

            Connecticut—eHealthConnecticut

            Michigan—Michigan Data Sharing & Transaction Infrastructure Project 

            Minnesota—Community Health Information Collaborative

            Ohio—eHealth Ohio-OSC Bioinformatics

            Ohio—Virtual Medical Network

            Texas—Christus Health, health eCities project

The project met its objectives of having the RHIOs and HIEs leverage the common authentication infrastructure provided by the GSA’s E-Authentication Service Component.

· Multiple RHIOs can agree and implement a common framework for the policies, procedures and standards for federated identity authentication across multiple use cases.

· The federal e-Authentication infrastructure is relevant and applicable to use-cases for RHIOs in diverse operational environments. 

· PKI, as a standard for strong authentication, can be deployed uniformly across multiple RHIOs.

· The federal PKI and its trusted Federal Credential Service Providers can be leveraged for use in multiple use-cases across multiple RHIOs.

· For RHIOs, local registration authorities and local enrollment are viable for large-scale deployments to provide for strong authentication using federal e-Authentication components. 

· Hardware tokens (i.e., smart cards, flash drives) are viable for RHIO deployment of Level 4 authentication assurance. 

· The service was usable, tested and implemented regardless of the RHIO or HIE use-case realization. 

· The GSA’s risk-assessment process for identification of the sensitivity level for information exchanged was learned and understood by the participants. 
Chris Travers of the Department of Justice, Bureau of Justice Assistance, provided slides showing the Global Federated Identity Privilege Management System (GFIPM)
· GFIPM provides a standardized XML credential to be used by members and partners of the justice community. 

· This credential will allow more information to be shared in new and automated ways—with reduced management burden and improved security and on a broader scale. 

· GFIPM effectively breaks down the traditional barriers of stove piped systems in order to better safeguard our nation.

· The GFIPM framework provides the justice community and partner organizations with a standards-based approach for implementing federated identity.

· Common use of these standards across federation systems is essential to their

             interoperability. Leveraging the Global Justice XML and National Information  

             Exchange Models (NIEM), a standard set of XML-based elements and attributes 
              (referred to collectively as GFIPM metadata) about a federation user’s identities, 
              privileges, and authentication can be universally communicated.

Mary Gay Whitmer, NASCIO, highlighted the state’s perspective on E-Authentication and Identity Management.
· Identity management topped state CIOs 2007 IT solution priorities.
· The critical roles of identity management in the states include: vital records, entitlements, licensing and permitting, law enforcement and Criminal Justice,
      procurement and contracts, voting and driving.
· The State is a trusted party issuing identity credentials (driver’s license, birth and death certificates).
· The State is a large consumer of identity credentials (identity proofing for entitlements, building entry.

· Identity Management is important at the state level.

· Identity is required to authorize many government actions and services.
· Consumers, businesses, customers, citizens, employees, students— are   

      demanding more, faster.
· 24/7 enterprise has emerged in which business is conducted around the clock.
· Citizens want to be authenticated once for multiple transactions.
· NACIO’s 2007 Mid-year Survey Concluded:

      Is Electronic Identity Management Important? 89% agreed (62% strongly agreed)   

      that managing employee and citizen identities across all state entities is vital to 
      successful government services.
            Top Drivers:

            51% Enabling xbi

            45% Electronic medical records/HIPAA

            38% REAL ID Act

            25% Citizen pressure for more control over personal information

Final Announcement: Darlene Meskell informed the IAB that the annual report on Shared Services in Government will be published within the next month.
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